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1. LICENSE AGREEMENT

Please read the license agreement of this license contract carefully, before you install the software. By
the installation of the software you agree to the conditions of this license contract.

This software-license agreement, in the following called as " license", contains all rights and
restrictions for final users that regulate the use of the accompanying software, operating instructions
and other documents, in the following called as "software".

1. This license contract is an agreement between Licensor and Licensee, who is being licensed
to use the named Software.

2. Licensee acknowledges that this is only a limited nonexclusive license. This means that the
licensee has no right to allocate sublicenses. Licensor is and remains the owner of all titles,
rights, and interests in the Software.

3. The software is a copyright property of the Telemotive AG. The program or parts of it may not
be further licensed to third parts, rented, sells, or be further marketed, otherwise, in any form
without explicit Written approval by Telemotive AG. The user may neither change the software
and their components, modify nor, otherwise, redevelopment or decompile in any form.

4. This Software is subject to no warranty. This software is sold as is, without any warranty. If at
any time, a user changes their system, we hold no responsibility to change our software to
make it work again.

5. This License permits Licensee to install the Software on more than one computer system, as
long as the Software will not be used on more than one computer system simultaneously.
Licensee will not make copies of the Software or allow copies of the Software to be made by
others, unless authorized by this License Agreement. Licensee may make copies of the
Software for backup purposes only. Licensee not entitled to transmit or to transfer the software
or your rights from this License agreement.

6. LICENSOR IS NOT LIABLE TO LICENSEE FOR ANY DAMAGES, INCLUDING
COMPENSATORY, SPECIAL, INCIDENTAL, EXEMPLARY, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, CONNECTED WITH OR RESULTING FROM THIS LICENSE
AGREEMENT OR LICENSEE'S USE OF THIS SOFTWARE.

7. Licensee agrees to defend and indemnify Licensor and hold Licensor harmless from all claims,
losses, damages, complaints, or expenses connected with or resulting from Licensee’s
business operations.

8. Licensor has the right to terminate this License Agreement and Licensee’s right to use this
Software upon any material breach by Licensee. duration of the license contract is indefinitely
determined.

9. Licensee agrees to return to Licensor or to destroy all copies of the Software upon termination
of the License Contract.

10. This License Agreement replaces and supersedes all prior negotiations, dealings, and
agreements between Licensor and Licensee regarding this Software.

11. This License Contract is subject to German law.

12. If a regulation of this license contract is void by law, the validity of the remaining regulations is
not affected. If there is such a regulation it will be replaced by a valid, according to the legal
regulations and enforceable regulation with similar intention and similar economic
conseqguences.

13. the license contract is effective by delivery of the software of the licensor to the licensee
and/or by usage of the software by the licensee. This License contract is also valid without
Licensor’s signature.

14. The license automatically goes out if the licensee does not agree to the license regulations
described here or offend against the license regulations of this license contract. With ending
the license contract the licensee is obliged to extinguish all copies of the software or to destroy
it.

15. The LICENSEE sticks for all damages which originates the licensor from the injury of these
license regulations.
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2. PRODUCT LIABILITY

For all offers, sales and supplies do explicit apply the following conditions, even if the buyer, orderer
and suchlike prescribes other conditions. Alterations are only valid, if they are agreed in writing.

1. The technical documentation is part of the products. The product liability and the product
guarantee will be excluded, if contents and in particular the safety references and instruction
for action of the documentation are not considered.

2. The products do belong to the group of testtools. by application of the equipment a
disturbance to the tested system cannot be completely excluded. For this reason, the warranty
of a perfectly functioning system cannot be taken over by the manufacturer.

Application of the product takes place at one’s own risk.

3. The liability of the substitution of damages according to 81 product liability law, is expressly
excluded in the context of §9 product liability law, as far as compelling legal terms do not
provide anything else.

In no event will the producer be liable for any indirect, incidental, special or consequential
damages, including loss of profits, loss of revenues, loss of data, loss of use, any other
economic advantage or damages caused by pretensions of third party towards the customer
out of this agreement, under any theory of liability, whether in an action in contract, strict
liability, tort (including negligence) or other legal or equitable theory.

The burden of proof is with the customer.

4. The Telemotive AG does ensure the legal warranty according to German law.

Except for warranties expressly set forth in this agreement, any and all products are delivered
“as is” and the producer makes and the customer receives no additional express or implied
warranties. The producer hereby expressly disclaims any and all other warranties of any kind
or nature concerning the products, whether express or implied, including without limitation,
any warranty of title, merchantability, quality, accuracy, or fitness for a particular purpose or
the customer’s purpose. The producer expressly disclaims any warranties that may be implied
form usage of trade, course of dealing, or course of performance, except for the express war-
ranties stated in this agreement. The products are provided with all faults, and the entire risk
of satisfactory quality, performance, accuracy, and effort is with customer. The producer does
not warrant that the Products will operate without interruption or be error free.

5. The Telemotive AG is justified to exchange defective goods against homogeneous acceptable
ones or to eliminate the fault within an appropriate period. In this case a demand for
redhibitory action or reduction of price expires. Warranty claims presuppose a due notice of
defects.

6. Resale, transfer, donation, exchanges or the rental of the offered products at third party, is
permitted without clearance of the Telemotive AG.

7. German Law is deemed to be as legal basis.

© by Telemotive AG, 2014
Subject to errors and to technical changes as part of product improvement.
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3. Overview

The [Ethernet Spy Mode] feature of the blue PiraT2 enables the following options:

e Logging all Ethernet data in promiscuous mode
e Setting filters for logging selected Ethernet data

A license is required to use the Ethernet Spy Mode feature. All steps can be performed only with a
valid license.

With the Ethernet spy mode license it is possible to log data of the Ethernet interface in promiscuous
mode. It is not possible to pass-through Ethernet data to another interface. You are able to configure
up to eight Ethernet channels with the blue PriaT2 Client.

Spy Mode simply means logging of all Ethernet data packets of an interface on the data link layer (I
OSl layer 2). This is independent of the used protocol (TCP, UDP, IP...[1 OSI layer 3/4)

This user guide only describes the configuration and usage of the Ethernet Spy Mode (logging
promiscuous mode). For further information about licenses and license handling please have a look at
the blue PiraT2 user manual.

This document refers to blue PiraT2 FW 01.09.01 and blue PiraT2 client version 1.9.1. Some features
depending on model and feature license or may not be available in older versions.

Software updates are frequently available in the blue PiraT Service Center.

Please make sure to use always current firmware and software versions.

4, System requirements

Control Unit
A Laptop or a PC is used to configure the devices by a software client. It also allows to save the
recorded data and to use them offline.

blue PiraT2

The blue PiraT2 is an data logger developed by Telemotive AG with a lot of appointments and in the
meantime newly developed with blue PiraT2 5E. He offers a lot of capacity and flexibility which can be
expanded by combining it with blue PiraT Mini.

The communication of bus systems and control units is monitored and relevant data can be recorded
very precisely with the data loggers of Telemotive AG. The collected data are stored on the data
logger and can be downloaded to a PC or network storage for analysis

License

The “Ethernet Spy Mode” function works on any blue PiraT2 system. However, it is necessary to
install a special license for this function. For further information about license and license handling
please read the general bluePiraT2 manual.
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5. Connection

On blue Pirat2 the Ethernet Spy mode is available only for the front Ethernet connector. All data which
are on the line and not addressed to the logger itself can be logged. Please connect the ECUs over an
Ethernet hub (do NOT use a switch!) to the data logger because a switch will not forward these data to
the data logger unless you’re using an managed switch with some needed modifications.

Note:
It is not possible to pass-through Ethernet data to another Ethernet port of the blue PiraT2!

Attention:

To log ALL Ethernet data of a network in spy mode please use the front connector only. Due to
the fact that there’s a switch inside the rear ports they just can log all data if the logger is the
target of the traffic.

6. Configuration
For the configuration of the Ethernet Spy Mode, a connection to the data logger is required. Please
connect the data logger to your computer and start the client.

In the client please open the logger configuration and choose the sub menu [Ethernet] from the
selection tree.
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Logger Configuration
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Trigger
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Default configuration ] [ Load from file. .. ] [ Save as file... ] [ Read from logger ] [ Write to logger

The complete data logger configuration can be managed by following buttons:

Default configuration Loading a default configuration

Load from file Loading data from a locally stored configuration file
Save as file Save the current configuration to a local file

Write to logger Send the configuration to the connected data logger

The configuration is applied immediately
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6.1. Configuration menu

In the client the configuration of the logger must be opened to configure the Ethernet Spy Mode
function. If the license has been installed properly, the selection tree shows the entries “Ethernet #1 to
#8”. In the “Protocol” dropdown menu the entry [SpyMode] is now available.

E-[] General + | Ethernet #1
~| CAN I Ethernet interface active
— LM Mame Ethernet-1
B[22 Serial = .
~| MOST Connector _Front -
| FlexRay Protocol .EppMode =
B[ Ethernet ' h )
- 4% Ethernet #1 (Ethernet-1)
= Fthermet iz {Ef.?emei_'ﬂ B IP Filter | MAC Filter | vLAN Filter |
- P Ethemet £3 (Ethemet-3) -- nactive =
- | Ethernet #4 (Ethernet-4) - inactive [7] 1P Fillter active
- 42| Ethernet £5 (Ethernef-5) -- inactive
- 4% Ethernet #6 (Ethernet-5) — inackive IF Addresses
- 4| Ethemet £7 (Ethemef-7) - inackive
- g2 Ethemet 28 (Ethernet-f) - nactive
- 4% General Settings
- Analog
[ Digital input
[H-[| Digital Out £
B[] Camera Add Remaove
.. Trinnar
6.1.1. Configuration of an Ethernet Channel for SpyMode

In the blue PiraT2 there are 8 channels available for the Ethernet Spy Mode configuration.

Note:
All Messages which are directed to the logger itself, are filtered out to prevent a double logging

6.1.2. Ethernet interface activation

Each Ethernet interface that will be used for logging can be activated or deactivated separately.

Ethernet #1
Ethernet interface active

Mame Ethernet-1
Connector :Front (1 GBit/s) -
Protocol :SpyMnde -

@) Telemotive AG
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6.1.3. Name, Connector and Protocol

Ethernet #1
Ethernet interface active

Mame Ethernet-1
Connector :Frunt (1 GBit/s) -
Protocol :SpyMode -

Name:
You can configure a new name for each Ethernet channel.

Connector:
Just the front Connector (1GBit/s) can be used for Ethernet spy mode: Ethernet data will be stored in
the chosen blue PiraT2 Ethernet channel.

Protocol:
For Spy Mode configuration please choose the [SpyMode] protocol from the dropdown menu.

6.1.4. Filter configuration

For each Ethernet channel three types of filters can be configured. All filters are independent and can
be used coincident.

IP Filter:

You can define a set of IP addresses that should be recorded. There are only Ethernet data packets
recorded that are sent from / to the defined IP addresses. To add IP addresses to the filter please
press the “Add” button. For deleting an IP address please mark the IP address in the list and press the
“‘Remove” button. IP address has to be the following scheme: “xxx.xxx.xxx.xxx” where xxx got a range
from 0...255 (e.g. 192.168.2.233)

IP Filter | MAC Filter | VLAN Filter

IP Filter active

IF Addresses

192.168.2.233

[ Add H Remove
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MAC Filter:
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You can define a set of MAC addresses that should be recorded. There are only Ethernet data
packets recorded that are sent from / to the defined MAC addresses. To add MAC addresses please
press the “Add” button. For deleting a MAC address please mark the MAC address in the list and
press the ,Remove” button. MAC addresses got to be the following scheme: “xx:xx:xx:xx:xx:xx” where

xx got a hexadecimal value from 00...FF (e.g. 8E:32:57:C2:FF:F1)

IP Filter | MAC Filter | yLAN Filter

MAC Filter active

MAC Addresses
8E:32:57.C2:FFF1

[ Add ][ Remove

VLAN Filter:

You can define a set of VLAN IDs that should be recorded. There are only Ethernet data packets
recorded that are sent from / to the defined VLAN IDs. To add VLAN IDs please press the “Add”
button. For deleting an VLAN ID please mark the VLAN ID in the list and press the “Remove” button. A

VLAN ID got to be a number between 1 and 4094.

| IP Filter | MAC Filter | VLAN Filter

YLAN Filter active

VLAM IDs

0815 ®

i Add |[ Remove

i@ dec

hex
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If everything is configured correctly the configuration has to be written to the data-logger by pressing

the button [Write to logger].

Ethernet #£1
Ethernet interface active

Mame Ethernet-1
Connector .Frunt

Protocol :Spyl"«"lude

| IP Filter | MAC Filter | VLAN Filter

VLAN Filter active
VLAN IDs @ dec
© hex
[ Add ] [ Remave ]
configuration ] [ Load from file... ] [ Save as file... ] [ Read from logger ] | Writetologgerb‘sﬂ
7. Data Download & Converting

For data download and converting data please have a look at the general manual for blue PiraT2.
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8. Contact

[@] Telemotive AG

Telemotive AG

Office Minchen
Frankfurter Ring 115a
80807 Minchen

Tel.: +49 89 357 186-0

Fax.: +49 89 357 186-520

E-Mail: info@telemotive.de

Web: www.telemotive.de

Sales

Tel.: +49 89 357 186-550

Fax.: +49 89 357 186-520

E-Mail: sales@telemotive.de

Support

Tel.: +49 89 357 186-518

E-Mail: productsupport@telemotive.de
ServiceCenter: https://sc.telemotive.de/bluepirat
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